TRUONG PAI HQC THAI BINH CONG HOA XA HQOI CHU NGHIA VIET NAM
KHOA CONG NGHE THONG TIN Poc 1ap — Tw do — Hanh phic

PE CUONG CHI TIET HQC PHAN
MANG KHONG DAY

Nganh dao tao: Cong nghé thong tin
Bac dao tao: Dai hoc

(Ban hanh kém theo Quyét dinh sé: 640/QD-PHTB ngdy 14/2/2019)

1. Tén hoc phan: Mang khong ddy
2. So tin chi: 3 (2,1)
3. Trinh d¢: Cho sinh vién DPai hoc Cong nghé thong tin ky VI nam thu 3
4. Phan bo thoi gian
- Lén lop:
Ly thuyét: 30 tiét (4 tiét 1én 16p/tuan, 1 tiét = 50 phut)
Thuc hanh: 30 tiét
- Tw hoc: (30 x 2 + 15 x 1) = 75 gio

5. Piéu kién tién quyét: Hoc sau cac hoc phan Tin hoc cin ban, Kién tric may tinh &

Quan Iy hé théng may tinh, Hé diéu hanh, Nhap mon mang may tinh.
6. Muc tiéu ciia hoc phin

6.1. Kién thirc: Mon hoc cung cip cho ngudi hoc kién thic vé ki thuat mang cuc
bd khong diy bao gdm céc chuan, tan sb vo tuyén, antenna, cac ky thuat diéu ché tin
hiéu, cai dat, cu hinh va quan tri mang LAN khong day. Ngoai ra, mén hoc con trang

bi kién thirc vé bao mat mang khong day.

6.2. Ky nang: Hiéu biét vé cac khai niém co ban ciia mang khong diy. C6 kha

nang cai dat, ciu hinh, va quan tri cdc mang wifi trong cac don vi to chirc.
6.3. Vé néng lwc tw chii va tw chiu trach nhi¢m:
- C6 thai d0 nghiém tic trong hoc tap;

- Co dao duc, luong tam nghé nghi¢p, co trach nhiém vadi cong viée, dam

lam, dam chiu trach nhiém.

- Co y thire t6 chirc k¥ luat, chu dong trong qua trinh hoc tap.



7. Mé t vin tat ndi dung ciia hoc phin:

9 Hoc phén: "Mang khong day" gom 5 chuong. Chuong 1 bao gdm cac kién thirc
tong quan vé€ cong ngh¢ mang khong day. Chuong 2 gidi thiéu vé mang LAN khong
day. Chuong 3 Trién khai hé thong mang khong ddy theo mé hinh Ad-Hoc &
Infrastructure. Chuong 4 trinh ‘bay cac khai niém v€é mang ca nhan, cong nghe
Bluetooth. Chuong 5 trinh bay van dé dam bdo an ninh cho mang khong day.

8. Nhiém vu cia sinh vién:
- Dy 16p: Sinh vién phai tham gia tdi thiéu 80% sd tiét hoc trén 16p.
- Co day du diém thuong xuyén, diém danh gia nhan thic, 1am bai tip & nha theo
yéu ciu cua giang vién.
- C6 du 3 bai kiém tra dinh ky.
- Tham gia duy ky thi két thiic hoc phan.
- Nghién ctru tai li¢u trudce khi 1én 16p.
8. Tai liéu hoc tap:
- Sach, giao trinh chinh:
[1]. Gido trinh Mgng khéng day, Khoa CNTT- truong Pai hoc Thai Binh.
-Tai liéu tham khao:
[2] David Tse, Pramod Viswanath - Fundamentals of Wireless Communication
- Cambridge University Press, 2005
[3] Wireless Communications Andrea Goldsmith, Stanford University
[4] Jeffrey Wheat, Randy Hiser, Jackie Tucker - Designing a Wireless Network
[5] Tom Carpenter - CWNA Officical Study Guide 4th edition — McGraw-Hill - 2008
10. Tiéu chuin danh gia sinh vién

10.1. Tiéu chi danh gia:

STT Pi¢m thanh phin Quy dinh Trong s6 | Ghi chu

-S4 tiét du hoc/Tong
Diém thudong xuyén, danh gia | so tiét: 10%.

1 |nhan thic, thai do thao luan, |- S§ bai tap da 20%
chuyén can, 1am bai tap ¢ nha. | lam/Téng s bai tap

dugc giao: 10%.

Diém kiém tra dinh ky 3 diém
2 |, . 30%
kiém tra viét 50’

3 | Thi két thuc hoc phan - Thi viét (90°) 50%

10.2. Cdch tinh diém:
- Sinh vién khéng tham gia di 80% so tiét hoc trén 16p khéng dwoc thi lan dau.
- Piém thanh phan dé diém 1é dén mét chir sé thdp phan.

- Piém két thiic hoc phan lam tron dén phan nguyén.



11. Thang diém: 10
12. N§i dung chi tiét hoc phan

Chuong

No6i dung

LT

TH

CHUONG 1. TONG QUAN VE CONG NGHE MANG
KHONG DAY

1.1. Dan nhap

1.2. Phan loai mang v tuyén

1.3. Sy phat trién ctia mang thong tin di dong té bao

CHUONG 2. CAC MANG LAN KHONG DAY (WIRELESS
LOCAL AREA NETWORKYS)

2.1. WLAN la gi ?

2.2. Lich str ra do1

2.3. Cy ly truyén song, toc do truyén dir liéu

2.4. Uu diém va nhuoc diém ciia mang WLAN

2.4.1. Uu diém cia WLAN

2.4.2. Nhugc diém cia WLAN

2.5. Cac ché d6 hoat dong trong mang may tinh khong day
2.5.1. Ché do Ad-hoc

2.5.2. Ché a6 Infrastructure

2.5.3. Ché d¢ Hybrid

2.6. Cac chuan 802.11 sir dung trong mang WLAN

2.6.1. Nhém vat ly PHY

2.6.2. Nhom lién két dit ligu MAC

2.6.3. K¥ thuat diéu ché trai phé ma chuan IEEE st dung cho
WLAN

2.6.4. Cong nghé ghép kénh phan chia theo tan sb truc giao OFDM
2.7. Cac mo6 hinh WLAN

2.7.1. Céc thiét bi co ban trong WLAN

2.7.2. Cac thanh phan co ban cua kién trac IEEE 802.11

2.7.3. Cac md hinh thyc té

2.7.4. Mbt sb co ché duge su dung khi trao doi thong tin trong
mang WLAN
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CHUONG 3. TRIEN KHAI HE THONG MANG KHONG
DAY THEO MO HINH AD-HOC & INFRASTRUCTURE
3.1 Mang AD-HOC

3.1.1 Khai ni¢m mang Ad Hoc.

3.1.2. Pic diém ctiia mang Ad Hoc

3.1.3. Cac phuong phép dinh tuyén

3.1.4. Cac Giao Thirc Dinh Tuyén

3.1.5. Két ndi cac may tinh theo mo hinh AD-HOC

3.2. Trién Khai Hé Théng Mang Khong Day Infrastructure




Chuong

Noi dung

LT

TH

3.2.1. M0 hinh mang
3.2.2. C4u Hinh Hé Théng Trén Thiét Bi Dlink

CHUONG 4. MANG CA NHAN (PERSONAL AREA
NETWORK - PAN)

4.1. G161 thiéu mang PAN va tng dung

4.1.1. Mang Pan la gi?

4.1.2. Pic diém ctia mang Pan 13 gi?

4.1.3. Ung dung clia mang pan la gi?

4.2. Cong ngh¢ Bluetooth

4.2.1. Khai niém Bluetooth.

4.2.2. Lich sir, hinh thanh va phat trién cua Bluetooth.
4.2.3. Cac dic diém cua Bluetooth.

4.2.4. Ung dung cta Bluetooth.

CHUONG 5. PAM BAO AN NINH CHO HE THONG
KHONG DAY

5.1. Sy can thiét ciia an ninh mang khong day(WLAN)
5.2. Cac kiéu tdn cong mang WLAN

5.2.1. Rogue Access Point

5.2.2. De-authentication Flood Attack (tdn cong yéu cau xéc thuc
lai)

5.2.3. Fake Access Point

5.2.4. Tan cong dua trén sy cam nhan séng mang 16p vt 1y
5.2.5. Tan cong ngat két ndi (Disassociation flood attack)
5.3. Bdo mat mang khong day(WLAN)

5.3.1. Mang riéng ao (Virtual Private Network - VPN)
5.3.2. TKIP (Temporal Key Integrity Protocol)

5.3.3. AES (Advanced Encryption Standard)
5.3.4.802.1x va EAP

5.3.5. WEP

5.3.6. WPA (Wi-Fi Protected Access)

5.3.7.WPA 2

5.3.8. Kich thuéc 6

54.QUAN LY

5.4.1. Theo doi WLAN

5.4.2. Yéu cau cho quan tri WLAN

5.4.3. Quan ly cau hinh

5.4.4. Chan doan 15i

5.4.5. Theo doi su thuc thi

5.4.6. Truong muc — Céach sir dung mang

5.4.7. Gén chinh sach ( Policy)
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13. Hinh thirc va ndi dung tirng tuin:

Thoi Yéuvcﬁu SV Ghi
HTTCDH N§i dung gian chuan bi va chi
(tiet) dia chi tu liéu
Noi dung 1: (Tudan 1)
CHUONG 1. TONG QUAN VE CONG - Chudn bi tai
NGH]}; MANG KHONG DAY lidu gido trinh
) 1.1. Dan nhap ) mén hoc
Ly thuyét | 1.2. Phan loai mang v6 tuyén 4 };M )
1.3. Sy phat trién cia mang thong tin di - Nghién CW
dong te bao va doc gido
trinh.
Noi dung 2: (Tuan 2)
CHUONG 2. CAC MANG LAN KHONG 7
DAY (WIRELESS LOCAL AREA - Chuan bj tai
NETWORKS) liéu gido trinh
gé EVLhAN la §1‘7 mén hoc
LV thu ét 2. L1c su:ra‘(n ) . 4 ) A ;
y I 2.3. Cy ly truyén song, toc d¢ truyén dir liéu Nghién citu
2.4. Uu diém va nhugc diém ctia mang va doc giao
WLAN q -
2.4.1. Uu diém cia WLAN trint.
2.4.2. Nhuoc diem cuia WLAN
N¢i dung 3: (Tuan 3)
CHUONG 2. CAC MANG LAN KHONG
DAY (WIRELESS LOCAL AREA
NETWORKS) (tiép)
2.5. Céc ché do hoat dong trong mang may )
tinh khong day - Chuan bi tai
o sachidstybnd mén lioc
Ly thuyet | <->-2--0edQ 3 - Nohién cii
y I 2.6. Céac chuan 802.11 str dung trong mang Neghién citu
WLAN va doc gido
2.6.1. Nhom vat 1y PHY -
2.6.2. Nhom lién két dit lisu MAC rini
2.6.3. Ky thuat di€u ché trai pho ma chuan
IEEE su dyng cho WLAN
2.6.4. Cong nghé ghep kénh phan chia theo
tan so tryc giao OFDM
Kiém tra — , , Bai kiém tra
] Kiém tra 1 tiét 1 ,
Danh gia 1y thuyeét
Noi dung 4: (Tuan 4)
Chudn bi bai
Thyc hanh Thue hanh chuong 2 4 tap, thiét bi
thue hanh




Thoi

Yéu cau SV

HTTCDH N¢i dung gian chuin bj va Shr:l'
(tiet) dia chi tu liéu
Noi dung 5: (Tudn 5)
CHUONG 2. CAC MANG LAN KHONG
DAY (WIRELESS LOCAL AREA - Chudn bj tai
NETWORKS) (tiep) liéu gido trinh
2.7. Cac m6 hinh WLAN mén hoc
Ly thuyét 2.7.1. Ca}c thl‘et bi co ban trqongWWLéN ’ ) Y hién ol
2.7.2. Cac thanh phan co ban cua kién truc &
IEEE 802.11 ) va doc gido
2.7.3. Cac mo hinh thyc té .
2.97.4. Mot sb co ché dugce sit dung khi trao trinh.
do61 thong tin trong mang WLAN
Chudn bj bai
Thue hanh Thyc hanh chuong 2 2 tdp, thiet bi
thuc hanh
Noi dung 6: (Tudn 6)
CHUONG 3. TRIEN KHAI HE THONG
MANG KHONG DAY THEO MO HINH
AD-HOC & INFRASTRUCTURE
3.1 Mang AD-HOC
3.1.1 Khvéi n'ig:m mang Ad Hoc. - Chudn bi tai
3.1.2. Bac diém cua mang Ad Ho,c liu widio trinh
.| 3.1.3. Cac phuong phap dinh tuyén l'efl giao trin
Ly thuyet | 3.1.4. Céc Giao Thitc Dinh Tuyén 3 | monhoc
3.1.5. K&t n61i cadc may tinh theo md hinh - Nghién cuu
AD-HOC va doc gido
3.2. Trién Khai Hé Thong Mang Khong Day trinh.
Infrastructure
3.2.1. M0 hinh mang
3.2.2. C4u Hinh H¢ Thong Trén Thiét B
Dlink
Kiém tra — , , Bai kiém tra
‘ Kiém tra 1 tiét 1 ,
Danh gia 1y thuyeét
Noi dung 7: (Tudn 7)
Chuan bi bai
Thue hanh Thyc hanh chuong 2, chuong 3 4 tdp, thiet bi
thuc hanh
Noi dung 8: (Tudan 8)
Chudn bi bai
Thue hanh Thyc hanh chuong 3 4 tdp, thiet bi

thuc hanh




Théi | YéucauSV | .
HTTCDH Noi dung gian chuan bi va chi
(tiet) dia chi tu liéu
Noi dung 9: (Tuan 9)
Chudn bi bai
Thyc hanh Thuyc hanh chuong 3 4 tdp, thiét bi
thye hanh
Néi dung 10: (Tuan 10)
CHUONG 4. MANG CA NHAN
(PERSONAL AREA NETWORK - PAN)
4.1. Gi6i thi¢u mang PAN va g dung PR
4.1.1. Mang Pan la gi? - Chuan bi tai
4.1.2. Pic diém cia mang Pan 1a gi? liéu gido trinh
i %, |4.1.3. L'I’ng dung ctia mang pan la gi? mon hoc
Ly thuyet 4.2. Cong nghé Bluetooth 4 - Nghién citu
4.2.1. Khéi nqiém Bluetooth. L va doc gido
4.2.2. Lich su, hinh thanh va phat trién cua trinh.
Bluetooth. 7
4.2.3. Céc dac diém cua Bluetooth.
4.2.4. Ung dung cua Bluetooth.
Noi dung 11: (Tuan 11)
Chuan bl bai
Thuc hanh Thuc hanh chuong 4 4 tdp, thiet bi
thuc hanh
Noi dung 12: (Tuan 12)
CHUONG 5. PAM BAO AN NINH CHO
HE THQNG KHONG DAY
5.1. Su can thiét cua an ninh mang khong
day(WLAN)
5.2. Céc kiéu tan cong mang WLAN
5.2.1. Rogue Access Point )
5.2.2. De-authentication Flood Attack (tan P
cong yéu cau xac thuec lai) - Chuan bi tai
5.2.3. Fake Access Point liéu gido trinh
Ly thuyé ¢ 5.2.4. 1T’an cAorig’ dua trén sw cam nhan song 4 mon hoc
mang I6p vat Iy - Nghién ciiu

5.2.5. Tan cong ngit két ndi (Disassociation
flood attack)

5.3. Bao mat mang khong day(WLAN)
5.3.1. Mang riéng 4o (Virtual Private
Network - VPN)

5.3.2. TKIP (Temporal Key Integrity
Protocol)

5.3.3. AES (Advanced Encryption
Standard)

va doc giao
trinh.




Théi | YéucauSV | .
HTTCDH Noi dung gian chuan bi va hi
(tiét) | diachituligu |
Noi dung 13: (Tuan 13)
CHUONG 5. PAM BAO AN NINH CHO
HE THONG KHONG DAY (tiép)
5.3.4.802.1x va EAP
5.3.5. WEP
5.3.6. WPA (Wi-Fi Protected Access)
5.3.7. WPA 2 - Chudn bj tai
5.3.8. Kich thudc 6 liéu gido trinh
Ly thuyét | >4 QUANLY 4 | mon hoc
5.4.1. Theo §101 WLAN ' - Nghién ciru
5.4.2. Yéu cau cho quan tri WLAN va doc gido
5.4.3. Quan Iy céu hinh trinh.
5.4.4. Chan doan lo1
5.4.5. Theo doi su thuc thi
5.4.6. Truong muc — Céch sir dung
mang
5.4.7. Gan chinh sach ( Policy)
Noi dung 14: (Tuan 14)
Chudn bj bai
Thuc hanh Thuc hanh chuwong 5 4 tap, thiét bi
thuc hanh
Noi dung 15: (Tuan I5)
7 Chuan bj bai
Thuc hanh tong hop TH: 2 ,
Thuc hanh , tdp, thiet bi
Kiém tra thuc hanh KT: 2
thuc hanh
TRUONG KHOA TRUONG BO MON
(Da ky) (Pa ky)




