TRUONG PAI HOC THAI BINH CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA CONG NGHE THONG TIN Poc 1ap — Tw do — Hanh phiic

PE CUONG CHI TIET HQC PHAN
TUONG LUA
Chuyén nganh dao tao: An toan thong tin
Bac dao tao: Dai hoc
(Ban hanh kém theo Quyét dinh S6 640/QD-DHTB, ngay 14/12/2019)

1. Tén hoc phan: Tuong lira
2. So tin chi: 2 (2,0)
3. Trinh d§: Cho sinh vién nam thir ba
4. Phan bo thoi gian
- Lén lop:
Ly thuyét: 30 tiét (4 tiét 1én 16p / tudn)
Thuc hanh: 0 tiét
- Tw hoc: 30 x 2 =60 gio

5. Piéu kién tién quyét:

b3 hoan thanh hoc phﬁn An toan thong tin.
6. Muc tiéu ciia hoc phin

6.1. Kién thirc

Gifip sinh vién nam dugc nhitng méi de doa c6 thé xay dén ddi voi hé thdng thong
tin, cac moi de doa c6 thé anh hudng dé tinh bi mat, tinh toan ven tinh san sang cua thong
tin. Sinh vién nim duoc cac khai niém, cong nghé tuong lira tién tién va c6 thé trién khai
chung trong hé thong mang.

6.2. Ky nang

- Sinh vién biét va mé phong mot vai k¥ thuat phong chdng tdn cong ctia hé théng mang.

- Tao cho sinh vién c¢6 kha ning tu duy va dp dung dugc nhitng kién thirc chuyén nganh va
g dung cong cu mang vao cudc sdng thyc tién.

6.3. Vé nang luc tw chii va tw chiu trach nhiém

- C6 thai d0 nghiém tic trong hoc tap;

- C6 dao duc, luong tim nghé nghiép, co trach nhiém voi cong viée, dam 1am, dam
chiu trach nhiém.

- Co y thirc t6 chirc ky luat, chu dong trong qua trinh hoc tap.

7. M ta cac ndi dung hoc phan
Noi dung co ban caa hoc phan Tudng lra cung cip nhitng kién thirc co ban vé Tuong
Itra, cac cong nghé tuong lua, lgi ich co ban caa tuong lua, tinh higu qua cua tuong hra



trong van dé chdng cac cudc tin cong tir hé théng mang. Bén canh d6 hoc phan ciing gigi

thiéu cho sinh vién cach trién khai mét s6 hé théng tuong lira tién tién hién nay.

8. Nhiém vu cia sinh vién

- Dy 16p: Sinh vién phai tham gia tdi thiéu 80% sd tiét hoc trén 16p.

- C6 day du diém thuong xuyén, diém danh gia nhan thic, lam bai tdp & nha theo yéu

cau cua giang vién.

- Tham gia dy ky thi két thic hoc phan.
- Nghién ctru tai li¢u trudce khi 1én 16p.

9. Tai liéu hoc tap
- Giao trinh chinh:

[1] Bai giang Tuong lra, Khoa CNTT - Truong Dai hoc Thai Binh (luvu hanh noi

bo).
- Sach tham khao:

[2] Bai giang Cong nghé va Thiét bi mang — PH Cong nghé QGHN - 2009
[3] Gido trinh Mang may tinh va cac hé thong mé, GS.TS Nguyén Thuc Hai,

DPHBKHN.

[4] http://firewall.com
10. Tiéu chuin danh gia sinh vién
10.1. Tiéu chi danh gia

STT Pié¢m thanh phin

Quy dinh

Trong so

Ghi chu

Piém thuong xuyén, danh gia

- S6 tiét dy hoc/Tong
soO tiét: 10%.

1 | nhén thic, thai do thio luan, | - S6 bai tap da 10%
chuyén can, lam bai tdp ¢ nha. | ]am/Téng sb bai tap
duoc giao: 10%.
5 Di¢m kiém tra dinh ky 3 diém | - 3 bai kiém tra thyc 30%
kiém tra viét 45’ hanh 1 tiét trén 16p. 0
3 | Thi két thuc hoc phan - Thi thyc hanh (60°) 60%

10.2. Cach tinh diém

- Sinh vién khéng tham gia di 80% sé tiét hoc trén 16p khéng dwoc thi lan dau.

- Piém thanh phan d@é diém 1é dén mét chiv sé thdp phan.

- Piém két thiic hoc phan lam tron dén phan nguyén.

11. Thang diém: 10
12. Noi dung chi tiét hoc phan

Chuong Noi dung

TH

1 CHUONG 1: TONG QUAN VE AN TOAN THONG TIN

1.1 Céc nguy co de doa hé thdng mang may tinh

1.2 Céc hinh thirc tin cong mang pho bién




Chuong Noi dung LT | TH
2 CHUONG 2: TUONG LUA VA CAC CONG NGHE TUONG LUA | 12 0
2.1. Tudng lra
2.2. Céc cong nghé tuong Itra
3 CHUONG 3: TRIEN KHAI CAC MO HINH VA HE THONG 14 0
TUONG LUA
3.1. Cac mo6 hinh
3.2. Hé thong
3.3. B loc Karlbridge
13. Hinh thirc va ndi dung tirng tuin:
Thoi | o hiva | Ghi
HTTCDH Noi dung gian C . ,
<K dia chi tw chu
(tiet) YA
licu
Noi dung 1: (Tuan 1)
CHUONG 1: TONG QUAN VE AN TOAN
THONG TIN - Chudn bi
1.1 Céc nguy co de doa hé thong mang may tai liéu gido
tinh trinh  mon
. 1.2 Céc hinh thirc tin cong mang pho bién hoc
Ly thuyét < . 4 B
1.2.1 Tan cong truc tiép - Nghién
1.2.2 Nghe trom cuu va doc
1.2.3 Gia mao dia chi giao  trinh
1.2.4 V6 hiéu héa cac chirc ning ctia hé thong [11.[2]. [3].
1.2.5 Tén cong vao yéu td con nguoi
Noi dung 2: (Tuan 2)
CHUONG 2: TUONG LUA VA CAC CONG - Chudn bi
NGHE TUONG LUA tai liéu gido
trinh  mon
B 2.1. Twong Ira hoc
Ly thuyét ) N 4 .
2.1.1 Dinh nghia - Nghién
2.1.2 Chtic nang cuu va doc
2.1.3 Phan loai tuong lura gido  trinh
[11.[2], [3].
Kiém tra —
Danh gia

Noi dung 3: (Tuan 3)




Yéu cau SV

HTTCDH Noi dung E.IZ?T cg;‘aﬁ‘c‘h?itlvrﬁ Shhﬁl
(tiet) ligu
CHUONG 2: TUONG LUA VA CAC CONG - Chudn bi
NGHE TUONG LUA tai liéu gido
trinh  mon
. 2.1.4 Uu diém cua tuong lia hoc
Ly thuyet . 4
2.1.5 Han ché ctua Tuong Itra - Nghién
2.2 Cac cong nghé Twong lira cuu va doc
2.2.1 B0 loc goi tin gido trinh
[11.[2]. [3].
Noi dung 4: (Tuan 4)
CHUONG 2: TUONG LUA VA CAC CONG - Chudn bi
NGHE TUONG LUA tai liéu gido
2.2.2 Cong chuyén mach. trinh  mon
Ly thuyét 223 C(:)ng lﬁ:ngAdung. | A hoc )
2.2.4 Cong nghé Stateful Inspection - Nghién
cuu va doc
gido trinh
[11.[2]. [3].
Kiém tra —
Danh gia
Noi dung 5: (Tudn 5)
CHUONG 3: TRIEN KHAI CAC MO HINH - Chudn bi
VA HE THONG TUONG LUA tdi liéu gido
3.1. Cac m6 hinh trinh  mon
Thuwe hanh 3.1.1 MO hinh firewall loc goéi tin 4 hoc
3.1.2 M6 hinh Screened Host Firewall - Nghién
cuu va doc
gido trinh.
Noi dung 6: (Tuan 6)
CHUONG 3: TRIEN KHAI HE THONG - Chudn bi
TUONG LUA tai liéu gido
3.1.3 M0 hinh Demilitarized Zone (DMZ) trinh  mon
Ly thuyét | 3.2. H¢ théng 3 hoc
3.2.1 M¢ dau - Nghién
3.2.2. Co so 1y thuyét dé thiét ké FireWall st cieu va doc
dung HTTP Proxy Server gido trinh




.. | Yéu cau SV
Thot | husnbiva | Ghi
HTTCDH Noi dung gian C e .
<X dia chi tw chu
(tiet) ‘A
licu
[11.12], [3].
Kiém tra — 1
Danh gia
Noi dung 7: (Tuan 7)
CHUONG 3: TRIEN KHAI CAC MO HINH - Chudn bi
VA HE THONG TUONG LUA tai liéu gido
trinh  mon
. 3.2.3. Thiét ké, cai dat FireWall sir dung hoc
Ly thuyet 4 B
trong Proxy Server - Nghién
3.3. B0 lgc Karlbridge cuu va doc
3.3.1. Gi6i thiéu chung gido trinh
3.3.2. Thiét lap chuong trinh Karlbridge [11.[2]. [3].
Kiém tra —
Danh gi
Noi dung 8: (Tuan 8)
CHUONG 3: TRIEN KHAI CAC MO HINH - Chudn bi
VA HE THONG TUONG LUA tai liéu gido
3.3.3. Vi du minh hoa viéc st dung céc dac trinh  mon
. tinh k¥ thuat loc hoc
Ly thuyet 1 .

- Nghién
cuu va doc
gido trinh
[11.[2], [3].

Kiém tra — L
Danh gia
TRUONG KHOA TRUONG BQ MON
(Pa ky) (Da ky)




